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Why SSL?
N ludiag SSL?




© 00O e

Secure online Secure cloud base Secure connection Secure webmail &
transactions application between Outlook & MS applications
Exchange

O

Secure FTP & file Secure internal & Secure info sent & Secure remote log-in
transfers external data transfers received by mobile such as SSL VPN
phones, tablets




BIG NUMBERS

127

Web Attacks Blocked per Day I | Vulnerabilities

11M

Scanned Websites with Vulnerabhilities ... New Android Mobile
Malware Families
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.. Percentage of Which Were Critical

16% = | » | New Android Mobile

5 s Malware Variants
: : 3,262 | 2,227 | 3,944
Websites Found with Malware - v

1in 566 1in 3,172 51| 992

Source: Internet Security Threat Report 2016
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Geolocation (Chrome 50)

Device Motion / Orientation
Fullscreen

getUserMedia (Camera/Mic)
Encrypted Media Extension (DRM)
http2 over https only




Which SSL?
SSL dalyu?




Provide encryption for Authenticate the
data transmission to identity of owner
prevent eavesdropping of the site

and tampering




Ability to Execute
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Symantec
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RapidSSL

Fast, easy, no frills

Very small business /viuzdviugsfaguinian
Only need basic security fasnisudnanuilannsds
W”ugm

Very price conscious Ailanissagn

Not brand loyal lLilsuususigng




I Geotrust:

Credibility at a low cost, trusted product,
inexpensive & fast, features for growing business
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AaaNtadmTugInInmauayIa

* Small business/ gsfiaauaian

e Care about capabilities and price aAians
AIMHATNNTOLLALTIAN

e View SSL as a widget liiaaudnamyniu SSL

* Price more important than brand s1aé1aty
NINNTT LUTUA




@ thawte

Trusted brand, strong technology DNA,
excellent support, strong business presence
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* Small to mid-size business fsfiaauintaauianans
* Tech savvy fpnnssinumnaiia
* Want advanced capabilities dosnisanuaiunisn
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* Price-concerned but loyal Atistisspuaseinnng




v Symantec.

Complete solution with premium / advance capabilities,
Most recognizable brand in online trust
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* Mid-sized to large business gsfauuianansis
Tuny

* Brand conscious lalauysud

* Want the best, most advanced capabilities
@91"0qmﬁmmmmmﬁﬁﬁqmmzﬁuﬁﬁﬂﬁqﬂ

 Loyal deodnd

* Use SSL as a tool to inspire trust 14 ssL iflu

w3eeiiolumsarasaiuaialanny3nsle

Need world class service dosmsusmsszanlan




The Game
Changer




Symantec.
Encryption Everywhere




How?

webnic

celerate you



SSL Certificate Variations

A @
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Domain Validation Organization Validation Extended Validation

* Encryption * Authentication of  Stringent, industry-
« \alidation of domain organization standardized authentication

control « Proof of applicant’s right of organization
» Padlock in browser to request cert for domain * Business-beneficial green
« Organization details in address bar in browser

Certificate Info * Issuedin 7-10 days
* Blue address bar in Hrefox

* |[ssued in minutes

GeoTrust®r5 GeoTrust@'é @ Symantec.

@ thawte’ @ thawte Geolrust’ rg
@ thawte’



Product Name
Thawte SSL123 ° °

GeoTrust QuickSSL
Premium

RapidSSL ° °

Domain
Validation




Organization Validation

Product Name

Symantec Secure Site

Symantec Secure Site
Pro

Symantec Secure Site
Wildcard

GeoTrust True
BusinessID

GeoTrust True
BusinessID Wildcard

Thawte SSL Web Server

Thawte Wildcard SSL




Extended Validation

Product Name

Symantec Secure Site
with EV

Symantec Secure Site
Pro with EV

GeoTrust True Business
ID with EV

Thawte SSL Web Server
with EV




Product Name

Symantec Code
Code  Signing
Signing 15 \wte Code Signing ° ° e ¢




So What Level of SSL Works
Best for You?

Domain Validation
Level 1

This is the lowest level of
authentication used to issue SSL _
certificates. 32ALNIMTIAAALANT

Agan i lunisaantuiuses

WHEN TO USE DV CERTS:
Situations where trust and
credibility are less important.
zﬁmuymimmmmiqmﬂ@Lmewmu’naﬂau
mmmmyu@ﬂ
Easy to obtain. /éastennslisy
Fast issuance / fngiaian
Use only for web-based
applications that are not at
risk for phishing or fraud./
1‘1]L'i&W’]w@’l‘M?‘LILL’rJ‘]JWﬂLﬂ“]m‘I_IuLQUV]VLN
L@ﬂﬂﬁ]ﬂﬂ’\i‘ﬁ/\l‘ﬁ“ﬁ\‘mi‘ﬂﬂ’ﬁﬂﬂtﬂd
Don’t use for public facing
sites or sites that handle
sensitive data, like log in’s.
atnldmiulafansnsnzite lasidanns
HoyadrAnyiiudingseuu

OV is the more secure step up
from DV. CA will carry out
additional vetting on organization
and individuals applying for
certificate. dudunewfilaensusiniuann
DV CAagsnfiunisnmadauifsniuiiieaii
mﬁnﬂmzqmmaﬁmfﬁuiﬁmﬂq

WHEN TO USE DV CERTS:
Public facing websites dealing
with less sensitive transactions.
L’lulﬂﬂﬂ’]ﬁ%‘m"wLﬂf.l')‘ll’rNﬂ‘LIﬁﬁ‘ﬂﬁNV]N
ﬂQ’]JJﬂ’]ﬂfyu‘ﬂilﬂ’]’]
v" More thorough vetting
process than DV. naaaausziaan
nin DV
Company information is
displayed to users. wansiaya
vdmsialdau
Provides a certain level of
trust about the company
who owns the website.l¥iau
TionalalussiumisAtafem i ithy
Anaaadu b
Doesn’t offer visible display
of trust like EV SSL.

Gold standard in SSL certificates. CA runs a
much more rigorous identify check on
organization or individuals. xmsgugegaly
lufuses SSL CAdniliumsntagauesAnssizeynnay
Wingamunnau

WHEN TO USE DV CERTS:

E-commerce sites and websites handling

credit card and other sensitive data.iiulada

pasRFtuaz iU lasmannisiRsnshnuarinyaiiazidandau
Use EV SSL for highest visible display of
online trust.14 EV SSL iauanspanliangla
Comes with green browser address bar.
unuun5aiden
Increase user trust and lower bounce
rates and shopping cart
abandonments. memmmhmﬂwmm’lmm
@Wﬂlﬂi"]ﬂ’]i‘ﬁ]ﬂ@‘]_lLL@vﬂﬂﬂ’]i@y‘ﬂ\‘]ﬂ’]?@Q‘Hﬂ
Recoup the extra cost of an EV
certificate in the form of increased
revenue.mﬂLmﬂﬁ'fL%ﬁmLﬁmﬁmmlm"mm EV
lugUaaame iy
Strengthen your credibility and brand
by showing your commitment to online
security. i@nasmanidetouaznsauinfoe
mﬂmmmms{ﬁuhmﬁummmﬂ@@mﬁﬂ@@u%ﬁ




v’ Complete CSR
v Up-to-date WHOIS record

v Up-to-date record in Yellowpage / DUN and
Bradstreet / Official DB

v’ Company registration certificate (if require)

v’ Website information




v’ Marketing collaterals — ns3auilefun1enismana /
mumuuiﬂﬂmu wANLLny vidalpsnisTidludl s Temisantsuns

v' API| technical support — SSL Cert / EE
Program daeivaadnumaila

v’ Training & Joint Workshop — saudneusuduunniu
partners




Email: sales@webnic.cc

Woebsite: https://www.webnic.cc/ssl-
certificate
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https://www.webnic.cc/ssl-certificate

